
Abstract

Background: Medical equipment, supplies, and 
devices (ESD) serve a critical function in healthcare 
delivery and how they function can have patient safety 
consequences. ESD-related safety issues include mal-
functions, physically missing ESDs, sterilization, and 
usability. Describing ESD-related safety issues from a 
human factors perspective that focuses on user inter-
actions with ESDs can provide additional insights to 
address these issues. 

Methods: We manually reviewed ESD patient safety 
event reports submitted to the Pennsylvania Patient 
Safety Reporting System to identify ESD-related safety 
issues using a taxonomy that was informed by the 
Food and Drug Administration Manufacturer and User 
Facility Device Experience taxonomy. This taxonomy 
consisted of the following high-level categories: mal-
functions, physically missing, sterilization, and usabil-
ity. The type of ESD and associated components or ESD 
subtypes, event classification, and care area group were 
noted for each report. 

Results: Of the 450 reports reviewed, the most frequent 
ESD-related safety issue coded was malfunction (n=365 
of 450, 81.1%) followed by sterilization (n=40 of 450, 
8.9%), usability (n=36 of 450, 8.0%), and physically miss-
ing (n=9 of 450, 2.0%). Among the coded malfunctions, 
software/output problem (n=122 of 365, 33.4%) was the 
most frequent, followed by general malfunction (n=103 
of 365, 28.2%); material integrity (n=72 of 365, 19.7%); 
and activation, positioning, or separation (n=68 of 365, 
18.6%). The most frequent ESDs noted were infusion 
pump, instrument set, and intravenous, and the most 
frequent components/subtypes noted were alarm/alert, 
tubing, and tray. 

Conclusion: ESD-related patient safety issues, especially 
malfunctions, impact patient care despite current pol-
icies and practices to address these issues. Healthcare 
facilities may be able to address some ESD-related 
patient safety issues during procurement through use 
of the accompanying procurement assessment tool. 
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Introduction

M edical equipment, supplies, and devices (ESD) are 
used in nearly all healthcare environments to diag-
nose and treat patients and are instrumental to the 
care process. More than 2 million different kinds of 

medical devices are available worldwide.1 Depending on the type 
of ESD, there may be different standards and/or requirements for 
effectiveness, reliability, and safety.2-4 There are also federal over-
sight organizations, such as the Food and Drug Administration 
(FDA), that provide regulatory frameworks and may require 
reporting of ESD issues that impact patient safety.5 Despite these 
requirements and oversight, ESD-associated safety issues occur 
and can result in patient harm.6-9 

Quantifying the frequency of ESD-related safety issues across 
healthcare settings has been difficult.10,11 However, numerous 
studies have shown the impact of ESD issues on patient safety 
in specific contexts.6-9,12,13 For example, a systematic review of 
surgical technology found that failure of equipment and technol-
ogy account for a median of 23.5% of all errors, with a median 
of 0.9 equipment errors per surgery.12 A United Kingdom–based 
study analyzing patient safety incidents from intensive care units 
found that nearly 8.5% of those reports were associated with 
equipment-related issues.6 One study sought to estimate medical 
device–associated events from emergency department visits and 
suggests that regulatory surveillance systems grossly underes-
timate the number of actual events by as much as four times.13 

Several recommendations have been proposed to address ESD-
related safety issues. There have been requests for oversight 
agencies to improve their policies and regulations by leveraging 
advancements in regulatory science.11,14 There have also been 
calls for healthcare facilities to improve surveillance of medical 
device–related issues.11,15 Some medical specialties have suggested 
that use of and improvements to registries to track ESD use would 
support better identification of safety issues.10,16 These recommen-
dations may all have an impact on improving ESD safety; however, 
they are difficult for a single healthcare facility to implement on 
its own. 

In this study, we analyzed a subset of ESD-related patient safety 
event reports to identify the type of safety issue described and 
the specific ESDs and components or ESD subtypes associated 
with the safety issue. There are numerous taxonomies to describe 
safety issues associated with ESDs. Some taxonomies focus on 
distinguishing between user errors, defined as instances in 
which the user incorrectly interacts with the ESD, and malfunc-
tions, defined as instances in which the ESD does not function 
as intended by the manufacturer.6-8,17,18 To better understand the 
nature of ESD-related safety issues, our analysis utilizes a human 
factors approach that focuses on how a user interacts with ESDs 
to complete their work tasks. With this approach, ESD-related 
safety issues can be characterized as malfunctions, which are 
ESD failures that may prevent the user from using the ESD; ESDs 
with missing parts; ESDs not being sterile, and design-related 
issues that impact how the user interacts with the ESD (i.e., 

a PA-PSRS is a secure, web-based system through which Pennsylvania hospitals, ambulatory surgical facilities, abortion facilities, and birthing centers submit reports of patient 
safety–related incidents and serious events in accordance with mandatory reporting laws outlined in the Medical Care Availability and Reduction of Error (MCARE) Act (Act 13 
of 2002).19 All reports submitted through PA-PSRS are confidential and no information about individual facilities or providers is made public. The manuscript has been modified 
to remove any identifiable information.

usability issues). These four categories leverage aspects of the 
FDA’s Manufacturer and User Facility Device Experience (MAUDE) 
database taxonomy.19 Based on this analysis, we developed a 
patient safety procurement assessment tool to guide healthcare 
facilities in their selection process. Healthcare facilities may be 
able to improve their procurement processes to make certain 
ESD-related safety issues less prevalent and mitigate the risks 
associated with these issues.

Methods

Data Source
We analyzed patient safety event reports submitted to the 
Pennsylvania Patient Safety Reporting System (PA-PSRS)a between 
January 1, 2019, and December 31, 2021. All nonfederal, acute 
care facilities in Pennsylvania are required to report patient safety 
events through the PA-PSRS system. Each report contains a single 
event type category and free-text description of the safety issue, 
along with responses to many additional structured and unstruc-
tured questions. Our analysis focused on the Equipment, Supplies, 
and Devices event type category, as assigned by the reporter, 
which consisted of 24,660 reports from 334 facilities.

Topic Modeling Sampling Strategy
To understand the breadth of ESD-related safety issues, and the 
specific ESDs and components or ESD subtypes involved, we used 
a topic modeling approach to identify reports for manual review. 
This approach enables rapid identification of reports that have 
similar information, such as similar types of ESDs, from a large 
database of reports. We then manually reviewed a selection of 
reports from each topic (described below). This approach enables 
a broader understanding of safety issues impacting a variety of 
ESDs compared to a random sampling of reports, which would 
be skewed toward ESDs that are reported more often. To iden-
tify these topics, we applied a technique called latent Dirichlet 
allocation (LDA) modeling, commonly called topic modeling, to 
the event description of each ESD report.20,21 This technique uses 
statistical probabilities to create sets of words that are more likely 
to represent a topic or group and provides the probability of each 
free-text report being associated with each topic group given the 
words in the report. Topic modeling requires some preprocessing 
of event description text as well as model development iterations 
to identify the ideal number of groups of related ESDs. This topic 
modeling approach led to 10 groups of related ESDs. Upon clinical 
review, it was determined that one topic group was not relevant 
to the scope of this work, and thus, nine groups were included 
in the analysis.

Coding Process and Analysis Methods
To understand the types of safety issues and other characteris-
tics associated with reports under each topic of related ESDs, 
we reviewed the 50 most relevant reports per topic based on the 
highest coherence scores. Each report was manually coded by 
a human factors expert and a physician with safety expertise to 
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identify the ESD-related safety issue (e.g., malfunction, usabil-
ity); the ESD(s) associated with the report (e.g., intravenous [IV], 
ventilator, patient bed); and the associated component(s) (e.g., 
battery, tubing, screen, button) or ESD subtype(s) (e.g., X-ray, 
CT). A component was defined as a specific part of an ESD; for 
example, a wheel lock is a component of a bed. An ESD subtype 
was defined as a specific ESD that is part of a broader class of 
ESDs; for example, an X-ray is a subtype of imaging ESDs. The 
ESD-related safety issues, definitions, and examples are shown 
in Table 1 and are based on the FDA’s MAUDE taxonomy. One 

ESD-related safety issue was coded for each report; when multiple 
safety issues were described, only the initiating event was coded. 
If a report did not describe an ESD-related safety issue or had 
insufficient information to determine whether it was ESD-related, 
the report was excluded from our analysis and replaced with the 
report with the next highest coherence score from that topic. For 
each report, the ESD type and component or ESD subtype were 
noted if they were explicitly mentioned in the event description, 
with multiple ESDs and components or subtypes coded if refer-
enced in the report. 

*Details of the PA-PSRS event narratives described in the Example column have been modified for readability and to preserve confidentiality. 

Table 1. ESD-Related Safety Issue Codes, Definitions, and Examples

ESD-Related 
Safety Issue Definition Example*

Malfunction -  
Activation, 
Positioning,  
or Separation

Malfunction issue associated with any deviations from 
the documented specifications of the ESD that relate 
to the sequence of events for activation, positioning, or 
separation of ESD. 

Nurse was attempting to spike a new bag of IV fluids when 
the spike broke off the tubing after inserting it halfway. 
Bag of IV fluid and tubing were discarded, and new bag of 
IV fluids and tubing obtained and spiked without difficulty.

Malfunction -  
Software/
Output

Malfunction issue associated with written programs, 
codes, and/or software systems that affect ESD 
performance or communication with another ESD, or a 
malfunction issue associated with any deviation from the 
documented specifications of the ESD that relate to the 
end result, data, or test results provided by the ESD.

Unable to see patient’s rhythm on cardiac monitor 
screen. Called and informed monitor tech. Monitor tech 
will call with any changes in patient’s rhythm. Reported 
to supervisor who instructed to call Biomed. BioMed 
representative came and fixed monitor screen.

Malfunction -  
Material 
Integrity

Malfunction issue associated with any deviations from the 
documented specifications of the ESD that relate to the 
limited durability of all material used to construct the ESD. 

While the surgeon was using the device, the pad fell off 
of the device and dropped inside the liver. The surgeon 
noticed the incident and removed the teflon pad with a 
forcep and informed me that the device was broken.

Malfunction- 
General 

Malfunction issue is cited but there is insufficient 
information to identify a specific malfunction category.

The nurse assessed IV drips and tubing, prior to going to 
change IV drip syringes, and noticed fluid dripping out 
of the infusor bag. Upon tracing the line, the spike (that 
enters the bottom of the IV bag) had punctured a tiny 
hole, which had been leaking the IV fluid. 

Physically 
Missing

Part of an ESD is not available when needed for a medical 
procedure or is noted to be missing at the end of a medical 
procedure and cannot be located.

After checking with sterile support, the two sets of blades 
could not be located for start of case. We were informed 
after the start of the case that the blades had been sent to 
a wrong location and would be back today. 

Sterilization

Issue associated with the presence of any unexpected 
foreign substance found in an ESD requiring sterilization, 
on its surface, or in the package materials, which may 
affect performance or intended use of the ESD, or a 
problem that compromises effective decontamination of 
the ESD. 

Upon opening instruments for the total knee case, it was 
discovered that the surgeon’s special instrument tray came 
up from the Sterile Processing Department with no filter 
in the tray. Instruments were taken out and had to be flash 
sterilized for the case.

Usability

Issue associated with an act or omission that has a 
different result than that intended by the manufacturer or 
expected by the operator; associated with ESD markings 
or labeling, instructions for use, training and maintenance 
documentation, or guidelines; or associated with failure 
to process, service, or operate the ESD according to the 
manufacturer’s recommendations or recognized best 
practices.

Staff pressed button to put bed in CPR position instead of 
putting bed rail down, causing patient to lay back quickly, 
jarring his neck, head, and back. No injuries noted.
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After the coding was complete, a descriptive analysis was per-
formed to identify patterns in the coded data. The reports com-
prising these patterns were reviewed by the two subject matter 
experts to identify clinically meaningful insights. These insights 
are described in the results following the descriptive analyses. 

In addition to coding of the free-text description of each report, 
one structured category was analyzed: Care Area Group, which 
indicates the broader care area group associated with the reported 
patient safety event based on the care area type assigned by the 
reporting facility. 

Results

ESD-Related Safety Issues Identified in Reports
Across all ESD reports reviewed, malfunction was the most fre-
quent ESD-related safety issue coded (n=365 of 450, 81.1%). Among 
the coded malfunctions, software/output problem (n=122 of 365, 
33.4%) and general malfunction (n=103 of 365, 28.2%) were most 
frequent. The prevalence of software/output problems speaks 
to the increasingly large role technology plays in the delivery 
of healthcare and the large number of general malfunctions is 
indicative of the lack of information found in the free text of 
patient safety event reports. Other malfunctions included mate-
rial integrity (n=72 of 365, 19.7%) and activation, positioning, or 
separation (n=68 of 365, 18.6%). A common theme in the activa-
tion, positioning, or separation malfunction category was failed 
insertion and removal of surgical instruments by the operator and 
trigger failures for surgical sealant or closure devices. Sterilization 
(n=40 of 450, 8.9%), usability (n=36 of 450, 8.0%), and physically 
missing (n=9 of 450, 2.0%) accounted for the remainder of the 
coded reports. Many of the sterilization and physically missing 
reports were related to preoperative logistics involving instrument 
preparation. A review of the reports associated with sterilization 
and physically missing issues were both related to types of process 
errors, with a prevalence of reports indicating issues with material 
handling and preparation by members of the healthcare team. 

ESD, Component/Subtype, and Most Frequent ESD-Component/
Subtype Pairings 
At least one ESD was identified in each of the 450 reviewed reports, 
with some reports describing multiple ESDs, resulting in 64 unique 
ESDs identified and a total of 462 ESDs coded across all reports. To 
gain an understanding of the most frequently mentioned ESDs, 
Table 2 shows those ESDs that appeared 1% or more of the time. 
In total, these 17 ESDs were coded 386 times, and the five most 
frequent were infusion pump (n=50 of 462, 10.8%), instrument set 
(n=49, 10.6%), IV (n=49, 10.6%), imaging equipment (n=45, 9.7%), 
and ventilator (n=43, 9.3%). Two of the three most frequently 
reported ESDs, infusion pump and IV, were related to the delivery 
of medications other than via the enteral route. 

At least one component/subtype was identified in 348 (77.3%) of 
the 450 reports reviewed, with some reports describing multiple 
components/subtypes, resulting in 97 unique components/subtypes 
identified and a total of 464 times that a component/subtype was 
coded across all reports reviewed. To gain an understanding of the 
most frequently mentioned components/subtypes, Table 3 shows 
those that appeared in three or more reports. In total, these 49 
components/subtypes were coded 405 times and the most frequent 
were alarm/alert (n=45 of 464, 9.7%), tubing (n=31, 6.7%), tray (n=28, 
6.0%), telemetry-related (n=24, 5.2%), and tip (n=24, 5.2%). It should 

be noted that alarm/alert, balloon, foley, laser, light cord, needle, 
scissors, screwdriver, pulse oximeter, table and wire are listed as 
both ESDs and components/subtypes, as sometimes these were the 
primary ESD noted in the report narrative and sometimes these 
were described as a component/subtype of an ESD. 

To gain a better understanding of the components/subtypes 
associated with each ESD we examined ESD-component/subtype 
pairings. To do this, we looked at the ESDs that were reported 3% 
or more of the time, which resulted in the eight most frequently 
reported ESDs. Under each ESD we then looked at the compo-
nents/subtypes with a frequency of 3 or more per ESD and the 
results are displayed in Table 4. The gray-shaded rows show the 
ESDs coded, and the total number of components/subtypes asso-
ciated with that specific ESD. For each component/subtype under 
each ESD, the frequency count and percentage relative to the 
total number of components/subtypes per ESD are provided (e.g., 
22.2% of the total components/subtypes associated with infusion 
pumps are alarms/alerts). Two components/subtypes (alarm/alert 
and display) were found to be dominant across multiple ESDs. 
Alarms/alerts appeared as a top ESD-component/subtype pairing 
for phones (n=11 of 25, 44.0%), ventilators (n=17 of 52, 32.7%), 
infusion pumps (n=12 of 54, 22.2%), and patient monitors (n=8 of 
51, 15.7%). Displays were also found to be a top ESD-component/
subtype pairing across ESDs for ventilators (n=8 of 52, 15.4%) 
and patient monitors (n=6 of 51, 11.8%). For instrument sets, the 
components/subtypes identified most frequently were tray (n=28 
of 65, 43.1%) and wrapper (n=14 of 65, 21.5%), and all point to 
these components/subtypes being problematic in the sterilization 
of equipment and instrument sets. 

Table 2. Frequency Counts and Percentages of Most Frequent 
ESDs

Percentages are derived from the frequency count divided by the total number of 
times that an ESD was coded across all reports reviewed (N=462). 

Infusion Pump 50 (10.8%)

Instrument Set 49 (10.6%)

IV 49 (10.6%)

Imaging Equipment 45 (9.7%)

Ventilator 43 (9.3%)

Patient Monitor 38 (8.2%)

Patient Bed 28 (6.1%)

Phone 14 (3.0%)

Sealer 12 (2.6%)

Stapler 10 (2.2%)

Needle 9 (1.9%)

Scope 8 (1.7%)

Clip Appliers 7 (1.5%)

Stretcher 7 (1.5%)

Catheter 6 (1.3%)

Suture 6 (1.3%)

Stent/Balloon Delivery System 5 (1.1%)

Total 386 (83.5%)



Table 3. Frequency Counts and Percentages of Most Frequent 
Components/Subtypes

Percentages are derived from the frequency count divided by the total number of 
times that a component/subtype was coded across all reports reviewed (N=464). 

Component/Subtype
Frequency 
Count (%)

Alarm/Alert 45 (9.7%)
Tubing 31 (6.7%)
Tray 28 (6.0%)
Telemetry-Related 24 (5.2%)
Tip 24 (5.2%)
Connector 18 (3.9%)
Display 17 (3.7%)
Filter 17 (3.7%)
Wrapper 14 (3.0%)
CT Scanner 11 (2.4%)
Sensor 9 (1.9%)
Wheel Lock 9 (1.9%)
Wire 7 (1.5%)
Head 7 (1.5%)
Image 7 (1.5%)
Table 6 (1.3%)
Balloon 6 (1.3%)
Cap 6 (1.3%)
Clip 6 (1.3%)
Sterilization Indicator Strip 6 (1.3%)
Pulse Oximeter 5 (1.1%)
Channel 5 (1.1%)
Battery 5 (1.1%)
Button 5 (1.1%)
Blade 5 (1.1%)
Pump Brain 5 (1.1%)
C-Arm 5 (1.1%)
Monitor Box 4 (0.9%)
Valve 4 (0.9%)
Bag 4 (0.9%)
Sheath 4 (0.9%)
Stent 4 (0.9%)
Oxygen Source 4 (0.9%)
Hand Piece 3 (0.6%)
Mammography 3 (0.6%)
X-Ray 3 (0.6%)
Screw 3 (0.6%)
Staple 3 (0.6%)
Fluoro 3 (0.6%)
Controls 3 (0.6%)
Needle 3 (0.6%)
Camera 3 (0.6%)
Spike 3 (0.6%)
Rail 3 (0.6%)
Stand 3 (0.6%)
Cassette 3 (0.6%)
Circuit 3 (0.6%)
Probe 3 (0.6%)
Power Source 3 (0.6%)

Total 405 (87.3%)

Table 4. Most Frequent ESD-Component/Subtype Pairings

Percentages are derived from the frequency count divided by the total number of compo-
nents/subtypes coded under an ESD. 

ESD-Component/Subtype
Frequency Count of Components/

Subtypes Per ESD (%)

Infusion Pump (n=54 components/subtypes)
Alarm/Alert 12 (22.2%)
Brain 5 (9.3%)
Channel 5 (9.3%)

Instrument Set (n=65 components/subtypes)
Tray 28 (43.1%)
Wrapper 14 (21.5%)
Sterilization Indicator Strip 6 (9.2%)
Filter 4 (6.2%)

IV (n=77 components/subtypes)
Tubing 30 (39.0%)
Connector 18 (23.4%)
Filter 13 (16.9%)
Cap 6 (7.8%)
Bag 3 (3.9%)
Spike 3 (3.9%)

Imaging Equipment (n=62 components/subtypes)
CT Scanner 11 (17.7%)
Image 7 (11.3%)
C-Arm 5 (8.1%)
Table 5 (8.1%)
Stand 3 (4.8%)
Mammography 3 (4.8%)
X-Ray 3 (4.8%)
Fluoro 3 (4.8%)

Ventilator (n=52 components/subtypes)
Alarm/Alert 17 (32.7%)
Display 8 (15.4%)
Sensor 5 (9.6%)
Battery 4 (7.7%)
Power Source 3 (5.8%)

Patient Monitor (n=51 components/subtypes)
Telemetry-Related 21 (41.2%)
Alarm/Alert 8 (15.7%)
Display 6 (11.8%)
Monitor Box 4 (7.8%)
Pulse Oximeter 3 (5.9%)

Patient Bed (n=30 components/subtypes)
Head 6 (20.0%)
Wheel Lock 5 (16.7%)
Rail 3 (10.0%)

Phone (n=25 components/subtypes)
Alarm/Alert 11 (44.0%)
Telemetry-Related 7 (28.0%)
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ESD-Related Safety Issues by ESD 
Table 5 shows the frequency count and percentage of safety issues 
associated with ESDs that were mentioned 1% or more of the time 
(17 unique ESDs mentioned 386 times). Software/output malfunc-
tions were dominant with infusion pumps (n=43 of 123, 35.0%), 
imaging equipment (n=24 of 123, 19.5%), and patient monitors 
(n=24 of 123, 19.5%). While material integrity malfunctions were 
the least common malfunction, these were prevalent with IVs 
(n=17 of 39, 43.6%) and needles (n=9 of 39, 23.1%). Activation, 
positioning, or separation malfunctions were associated with a 
variety of ESDs compared to other safety issues. Outside of mal-
functions, notable results also included usability issues associated 
with patient monitors (n=9 of 28, 32.1%), instrument sets (n=7 of 
28, 25.0%), and patient beds (n=5 of 28, 17.9%), and sterilization 
issues associated with instrument sets (n=37 of 38, 97.4%).

Care Area Group by ESD
Table 6 shows the frequency count and percentages of reports 
for care area group across the 17 most frequently reported ESDs. 
Surgical services had the largest number of reports across care 
area groups (n=126 of 386, 32.6%), followed by med/surg (n=49 of 
386, 12.7%), intensive care unit (ICU) (n=40 of 386, 10.4%), pedi-
atric intensive care unit (PICU) (n=35 of 386, 9.1%), and neonatal 
intensive care unit (NICU) (n=31 of 386, 8.0%). The surgical ser-
vices care area group had the greatest breadth of associated ESDs, 
with instrument sets (n=49 of 126, 38.9%), imaging equipment 
(n=14 of 126, 11.1%), and patient beds (n=10 of 126, 7.9%) as the 
three most prevalent ESDs. Med/surg also had several associated 
ESDs, with patient monitor (n=17 of 49, 34.7%), phone (n=11 of 49, 
22.4%), and infusion pump (n=6, 12.2%) as the three most preva-
lent ESDs. Another notable finding includes the concentration of 
reports in the PICU, NICU, and pediatric care area groups, totaling 
23.6% (n=91 of 386) for care area groups associated with pediatric 
populations. The PICU, NICU, and pediatric care area groups were 
primarily related to IVs (n=37 of 91, 40.7%), infusion pumps (n=28 
of 91, 30.8%), and ventilators (n=16 of 91, 17.6%). 

Discussion

The results highlight pervasive contributions of ESD malfunctions 
to patient safety risks. Software/output problems were found to 
be the dominant malfunction, primarily associated with infu-
sion pumps, patient monitors, and imaging. General malfunc-
tions were the second highest malfunction, followed by material 
integrity and activation, positioning, or separation. Sterilization 
comprised nearly 10% of the ESD-related safety issues. Looking at 
the component/subtypes associated with the ESD reports, alarm/
alert was the most frequent and was often identified with infu-
sion pumps, ventilators, patient monitors, and phones. Further 
research is needed to identify how alarm/alert issues may be 
contributing to ESD patient safety risks. Usability was the second 
least frequently coded ESD-related safety issue across all reports. 
These descriptive analyses and qualitative insights can inform 
ESD patient safety practices.

Addressing Malfunctions 
The prevalence of software/output malfunctions suggests a need 
to better understand how healthcare providers are interacting 
with different ESDs and components/subtypes to ensure safe use. 

There are opportunities to address software/output issues and 
mitigate safety hazards before they result in patient harm. First, 
these ESDs should be rigorously assessed during procurement 
to identify potential issues before purchase. This will prevent 
ESDs that may pose safety challenges from being introduced in 
the care environment. A patient safety procurement assessment 
tool, described later in the discussion, can support healthcare 
facilities in this process. Second, healthcare facilities should 
monitor ESDs for malfunctions with biomedical engineers and 
the ESD manufacturers to understand the context in which these 
malfunctions are occurring and determine how to best address 
these safety issues. 

Some of the ESD malfunctions were coded as general malfunc-
tions in part because not enough information was provided to 
identify a more specific code. Healthcare facilities should ensure 
detailed information is being collected and reported so that the 
malfunctions can be better understood. For example, certain 
reports were associated with broken objects during surgery or 
procedures, specifically needles, wire, balloons, and catheters. 
Of these broken components/subtypes, some were intentionally 
retained in the patient due to a high risk of removal and others 
were unable to be found. As broken components can lead to safety 
risks or patient harm, manufacturers could explore needle, wire, 
balloon, and catheter design and reliability to identify possible 
sources of defects and material strength issues. In addition, when 
objects break, these safety issues should be investigated to deter-
mine what instruments were used to grasp and present them to 
the surgeon along with the user’s understanding of how to use 
these tools. 

A review of reports coded in the activation, positioning, or sep-
aration malfunction category revealed that a common theme 
was failed insertion and removal of surgical instruments by the 
operator. Further investigation is needed to determine if insertion 
and removal processes can be improved through more user-cen-
tered design modifications or training enhancements. In addi-
tion, trigger failures for surgical sealant or closure devices were 
a dominant theme. This trigger failure theme suggests that the 
frequency and comprehensiveness of preventive maintenance 
audits associated with the relevant ESDs (e.g., stapler, sealer) 
should be reviewed to determine if adjustments are needed for 
manually activated tools. Optimizing preventive maintenance is 
critical as a risk mitigation measure but must be balanced against 
site resources and frequency of safety event occurrence for the 
specific ESD.22

Sterilization and Physically Missing Issues: Process Management 
While reports coded as physically missing were not necessarily 
indicating safety issues related to ESDs themselves, but the pro-
cesses around handling them, it was a relevant finding worth 
noting. Specifically, the review showed dominant themes related 
to preoperative logistics involving instrument preparation (non-
sterile instruments found or instruments missing in trays). This 
information highlights the need for process improvement initia-
tives to understand the potential causes of these events. Surgical 
equipment checklists with explicit reference to equipment avail-
ability and sterility have been recommended in these contexts to 
provide an additional preventive mechanism.23 
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Prominence of Usability Issues
Although usability was not a prominent patient safety issue in 
the patient safety event reports we reviewed, usability issues 
have been shown to be directly associated with patient harm in 
research focused on medical devices.24,25 One reason for this may 
be the difficulty for reporters to identify and describe usability- 
related issues. There is a need for a better way to capture usability- 
and safety-related issues with medical devices. 

The most commonly coded ESDs among usability-related safety 
issues were patient monitor, instrument set, and patient bed. 
Of clinical significance, a review of patient bed reports often 
described bed position controls. Bed issues were also prominent 
among the malfunction categories (general; material integrity; 
activation, positioning, or separation), due to issues with position 
changes of the bed and patient transfer into the bed. Even though 
bed malfunctions were largely associated with manual handling 
and human-system interaction, due to sparse narrative detail, it 
was unclear if usability issues influenced the outcome.

Care Area Group Safety Issues
A concentration of reports in PICU, NICU, and pediatric care areas 
was found for IVs and infusion pumps. This research highlights 
the need to further explore why pediatric and neonatal care areas 
are experiencing a large percentage of safety issues related to the 
tools associated with the infusion of medications. ESD-related 
safety issues associated with patient monitors and phones were 
found to be prominent within the med/surg care area group in 
comparison to the ICU, PICU, and NICU. These results may be 
indicative of the increased staffing in intensive care units likely 
leading to fewer monitoring misses and easier communication, 
with more reliance on monitoring software and technology for 
communication occurring in med/surg care areas.

Policy Implications
Our results have policy implications for federal organizations like 
the FDA, as well as for state-level agencies and other stakeholders. 
For high-risk ESDs that have clear patient safety consequences, 
guidelines for design and standards for malfunction rates may 
be warranted. There may be an opportunity to improve manu-
facturer communication to healthcare facility customers about 
known malfunctions, and guidance for remediation should be 
provided in a timely fashion. In addition, healthcare facilities 
may need certain standards in place to rigorously test ESDs for 
malfunctions to prevent malfunctions during critical patient care 
activities. Policies internal to healthcare facilities may need to 
include reliability audits for ESD preventive maintenance and 
enhanced training and procedural supports for high-risk pro-
cesses involving ESDs. Further, in addition to the usability testing 
performed by many manufacturers, healthcare facilities should 
also perform internal testing for their specific user groups, as 
procedural needs may vary among users at different sites. 

Patient Safety Procurement Assessment Tool
Improved ESD safety assessment during procurement could 
improve the likelihood of purchasing ESDs that are well designed 
with low malfunction rates. Preventing poor quality ESDs from 
being adopted by healthcare facilities is the most proactive patient 

safety approach a healthcare facility can take. Online Supplement 
Appendix A contains a patient safety procurement assessment 
tool that healthcare facilities can use to guide their vetting and 
selection of ESDs. While many healthcare facilities may already be 
using similar tools and may already follow the recommendations 
provided below, not all healthcare facilities have adopted these 
practices. 

To address ESD usability issues, healthcare facilities can do the 
following during procurement: 

	● Assess the usability and safety of ESDs. Recognizing 
healthcare facilities have limited resources to conduct 
assessments, facilities should focus on ESDs that are 
used frequently and may pose the greatest risk of 
harm. There are several methods that can be used to do 
this. Formal usability testing can be conducted, which 
involves identifying the typical user group of the ESD 
and having those users complete typical tasks while 
measuring time to complete the task, error rates, and 
satisfaction. This process can be expensive and requires 
usability knowledge to effectively create scenarios and 
measure efficiency, effectiveness, and satisfaction. 
Another approach is to complete a rapid heuristic 
evaluation. Online Supplement Appendix A contains 
a tool to provide knowledge and guidance on how to 
conduct a heuristic evaluation. This tool can be used 
to assess the usability of any ESD and does not require 
usability domain knowledge. Healthcare facilities can 
also ask ESD manufacturers for information on how 
the ESD was usability tested and ask for measures 
of usability. Some manufacturers may provide this 
information. 

	● Learn from other organizations. Other healthcare 
facilities that are already using the ESD could be 
contacted to inquire about usability and safety issues.

To address malfunctions, healthcare facilities can do the following 
during procurement: 

	● Search publicly available databases that contain reports 
about patient safety issues associated with ESDs. For 
example, the FDA’s MAUDE database contains reports 
on safety issues associated with medical devices.19 
These databases can provide insights on the types of 
malfunctions, or other issues, that have been reported 
about the ESD under consideration. 

	● Ask the ESD manufacturer for malfunction rates and 
whether any issues have been reported by users. 
For new equipment with no history of use, ask the 
manufacturer about internal testing results related 
to malfunctions and usability. Compare malfunction 
information across products under consideration to 
determine which ESDs would be best suited for your 
facility. 

	● Consider contacting other facilities that have already 
adopted the ESD being considered and ask the facility 
about malfunctions and other issues they may have 
experienced. 



Limitations

This study is limited to the reports submitted to PA-PSRS over two 
years so the results may not be generalizable or inclusive of all ESD 
issues. Despite mandatory reporting laws in Pennsylvania, events 
are self-reported and may not represent all ESD-related events 
from the reporting healthcare facilities. Additionally, the search 
strategy was limited to the ESD event type, and ESD-related safety 
issues may be present in reports submitted under different event 
types. Furthermore, our analysis was limited to the information 
provided in the patient safety event reports and we were not able 
to follow up with reporters, healthcare facilities, or manufactur-
ers for additional information about ESDs. COVID-19 may have 
impacted the number and types of ESD issues reported. In addi-
tion, if certain ESDs were recalled or highlighted to have certain 
malfunctions, this information may prompt healthcare workers 
to report on these issues more frequently. The topic modeling 
technique required preprocessing of ESD event description text, 
which included the removal of high-frequency and low-frequency 
words. This may have resulted in some relevant ESD information 
being removed from reports and not being included in the topic 
modeling results. 

Conclusion

The continued occurrence of ESD-related safety issues, especially 
malfunctions, highlights the need for healthcare stakeholders to 
create more proactive and coordinated risk mitigation efforts. 
Oversight agencies can provide more optimal guidelines and 
standards to inform manufacturer design and development and 
can identify better ways to encourage use of these guidelines and 
standards. Manufacturers can better identify, measure, and share 
malfunction types and rates. Healthcare facilities can improve 
patient safety assessments during the procurement process. 

Note

This study was approved by the MedStar Health Research Institute 
institutional review board. 
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