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Background: Despite their prevalence,
poorly designed electronic health records
(EHRs) are common, and research shows
poor design consequences include clini-
cian burnout, diagnostic error, and even
patient harm. One of the major difficul-
ties of EHR design is the visual display of
information, which aims to present infor-
mation in an easily digestible form for the
user. High-risk industries like aviation,
automotive, and nuclear have guidelines
for visual displays based on human factors
principles for optimized design.

Purpose: In this study, we reviewed the
visual display guidelines from three
high-risk industries—automotive, aviation,
nuclear—for their applicability to EHR
design and safety.

Methods: Human factors experts extracted
guidelines related to visual displays from
automotive, aviation, and nuclear human
factors guideline documents. Human fac-
tors experts and a clinical expert excluded
guidelines irrelevant to EHR. Human
factors experts used a modified reflexive
thematic analysis to group guidelines into
meaningful topics. Disagreements were
discussed until a consensus was reached.

Results: A total of 449 guidelines were
extracted from the industry documents,
and 283 (63.0%) were deemed relevant to
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EHRSs. By industry, 12 of 44 (27.3%) auto-
motive industry guidelines were relevant,
43 of 115 (37.4%) aviation industry guide-
lines were relevant, and 228 of 290 (78.6%)
nuclear industry guidelines were relevant.
Guidelines were grouped into six categories:
alphanumeric; color, brightness, contrast,
and luminance; comprehension; design
characteristics; symbols, pictograms, and
icons; and tables, figures, charts, and lists.

Conclusion: Our analysis identified visual
display guidelines organized around six
topics from the automotive, aviation,
and nuclear industries to inform EHR
design. Multiple stakeholders, including
EHR vendors, healthcare facilities, and
policymakers, can apply these guidelines
to design new EHRs and optimize EHRs
already in use.

Keywords: visual display, health IT,
electronic health record, human factors,
patient safety

Introduction

isual displays present information
v to users in various forms, includ-
ing text, numbers, graphs, maps,
diagrams, and pictures.! Effectively

designed visual displays allow users to
extract important information and view
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and understand patterns in data to accom-
plish a specific goal. Visual displays are
not always safety-critical, but in high-risk
industries like healthcare, automotive,
aviation, and nuclear, visual displays
play a central role in data comprehen-
sion, reasoning, communication, and
decision-making.>®

Health information technologies (health
IT), specifically electronic health records
(EHRs), are used by most healthcare facili-
tiesin the United States and this technology
relies on visual displays to communicate
information to users. Health IT visual dis-
plays convey information such as patient
identifiers, patient history, lab and imag-
ing results, provider notes, medication
information, and ancillary content like
site policies and drug interaction data.*®

An effective visual display helps provid-
ers accurately interpret patients’ health
data, an essential aspect of providing
quality care. Unfortunately, EHR visual
displays have been suboptimal partially
because of the amount, complexity, and
diversity of information that needs to be
represented.® Studies have shown that the
visibility of data, defined as where infor-
mation is located and how it is presented,
is a common problem in electronic med-
ication administration records (eMARs)
and computerized provider order entry



(CPOE) systems.” ! The consequences of
poor visual display are profound. When
visual displays are ineffectively designed,
they can lead to clinician burnout,'*%°
diagnostic error,>%” and even patient
harm‘7,11,18

Human factorsis a scientific discipline that
aims to understand human capabilities to
design work environments that meet these
capabilities and enable optimal human
performance.! From a human factors per-
spective, designing an effective visual dis-
play requires considering the purpose of
the visual display and the information that
needs to be conveyed through the display,
as well as the strengths and limitations of
human perception. For example, we can
perceive a limited portion of the light
spectrum (i.e., 380 to 700 nanometers)
and cannot see information in the visual
display if it is below human detectability
levels. Nevertheless, our perception allows
us to find patterns and identify meaning in
the abstract (e.g., we connect red with the
meaning “stop” and “emergency”).”* These
features of human perception, both the
ways it hinders and helps us interpret the
world, can be understood and leveraged
to make effective visual displays.

Many high-risk industries other than
healthcare have historically incorpo-
rated human factors into their visual
display designs by developing guidelines
for optimal use. However, there are no
required human factors guidelines or
standards for the design of EHR visual
displays. Consequently, EHR vendors and
healthcare facilities may create and use
design principles that may not adhere to
human factors principles. There are EHR
design recommendations from different
agencies, including the National Institute
of Standards and Technology (NIST).
However, these are not required and often
not adhered to.?

In this study, we sought to identify visual
display guidelines used in the automo-
tive, aviation, and nuclear industries to
inform healthcare practices. If adopted in
healthcare, these guidelines may address
the plethora of visual display issues in
EHR design and safety. Human factors
and clinical experts reviewed the auto-
motive, aviation, and nuclear industry
guidelines to identify those most relevant
to EHRs. Based on these guidelines, we
provide considerations for visual display
design in the EHR.

Methods

Previously described in Pruittetal.,? human
factors guidelines documents endorsed
by United States-based oversight agencies
(e.g., Federal Aviation Administration)
were identified for automotive, aviation,
and nuclear industries. Two human fac-
tors experts evaluated the documents
for inclusion based on the following four
criteria: the publication must be endorsed
by a federal government agency or be rec-
ognized by a federal government agency
as applying to the industry for which the
agency has oversight; be related to the
automotive, aviation, or nuclear industry;
contain principles, guidelines, and/or stan-
dards related to visual displays; and have
been published after January 2012. Each
reviewer independently evaluated each
document to assess whether the document
met inclusion criteria, and then each docu-
ment was jointly discussed to ensure agree-
ment. Through this process, we identified
one comprehensive document from each
industry for analysis in this study.?*

A human factors expert extracted the
title, date, agency, and specific discrete
guidelines from each of the three indus-
try documents included in the review
and populated a Microsoft Excel spread-
sheet. Guidelines were included if they
contained information about the visual
display, regardless of whether they were
directly applicable to healthcare. Following
extraction, two human factors experts and
one clinical expert reviewed the guidelines
to assess whether they were relevant to

either inpatient or outpatient EHR design,
including eMAR and CPOE, for frontline
staff. Quality metrics in the EHR, such as
sepsis rates for leadership or administration
and demographics information, were not
considered when determining relevance.
Disagreements between experts were dis-
cussed until a consensus was reached. The
guidelines that were relevant to healthcare
were included in the full analysis.

The EHR-relevant guidelines were
reviewed and grouped into meaningful
topics. These topics were identified using
amodified reflexive thematic analysis.??
Two human factors experts familiar with
the data independently reviewed a subset
of the relevant guidelines and assigned
a label to each to represent the overall
topic. Labels were discussed and collated
to create an initial set of common topics
that applied to the guidelines reviewed
by all three industries. Using these induc-
tively generated topics, the human fac-
tors experts independently classified the
remaining guidelines, modifying topics as
necessary and discussing discrepancies
until a consensus was reached. Topics
were reviewed for internal consistency
and refined as necessary. The final topics
and definitions can be found in Table 1.

From the relevant guidelines under each
topic, a clinical expert identified three
guidelines per topic that were deemed to
be the most relevant to the visual display
of EHR design, considerations for health-
care, and examples.

Table 1. Visual Display Guideline Topics and Definitions

Topics Definitions

Alphanumeric

Color, Brightness,
Contrast, and
Luminance

Guidelines that describe how to visually display alpha (i.e., letters)
and numeric (i.e., numbers) values

Guidelines that describe how to visually display color, brightness,
contrast, and luminance

Guidelines that describe how to visually display information to

Comprehension
presented

Design
Characteristics

Symbols,
Pictograms,
and lcons

Tables, Figures,

Charts, and Lists charts, and lists

aid readability, legibility, and understanding of the information

Guidelines that describe visual display design qualities and
features that adhere to human factors principles (e.g., proximity,
similarity, organization)

Guidelines that describe how to visually display symbols,
pictograms, and icons

Guidelines that describe how to visually display tables, figures,
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Results

A total of 449 guidelines were extracted
from the industry documents and 283
(63.0%) were deemed relevant to EHRs.
By industry, 12 of 44 (27.3%) automotive
industry guidelines were relevant, 43 of 115
(37.4%) aviation industry guidelines were
relevant, and 228 of 290 (78.6%) nuclear
industry guidelines were relevant. A com-
prehensive list of all the relevant guide-
lines can be found in Online Supplement
Appendix A. Table 2 describes guidelines
highly relevant and applicable to EHR
design from other high-risk industries,
considerations for EHRs, and examples
per visual display guideline topic.

Discussion

Our analysis identified visual display
guidelines, organized around six differ-
ent topics, from the automotive, aviation,
and nuclear industries to inform EHR
design. Of note, there were far more
EHR-applicable guidelines from the

nuclear industry than from the aviation
and automotive industries. The quantity
of EHR-relevant nuclear guidelines may be
due to similarities in the purpose of infor-
mation displays in nuclear and healthcare
compared to aviation and automotive. In
both the nuclear and healthcare indus-
tries, displays may be used by several
users with different roles and responsi-
bilities (e.g., engineers and control room
operators in nuclear and physicians and
nurses in healthcare), while in the avia-
tion and automotive industries, the visual
displays are typically designed for a single
user profile (e.g., a pilot or a driver).

Many cross-industry guidelines address
EHR usability and safety issues expe-
rienced by frontline clinicians and
described in the literature.”%?” The
final guidelines provide insights that may
inform EHR design and optimization to
improve patient safety. The guidelines
apply to multiple stakeholders, includ-
ing EHR vendors, healthcare facilities,
and policymakers.

Implications for EHR Vendors and
Healthcare Facilities

There are several opportunities for EHR
vendors and healthcare facilities to lever-
age these visual display guidelines to
improve the usability and safety of EHRs.
EHR vendors can use these guidelines
to inform their design and development
process. Specifically, EHR vendors can
update current design standards or cre-
ate new design standards that adhere to
these guidelines. Updated designs would
improve the EHR visual displays provided
to customers since their product design-
ers would use design standards informed
by human factors principles. In addition,
EHR vendors can develop test case scenar-
ios based on these guidelines to evaluate
EHR visual displays during their usability
testing. Test case-based usability testing
would help identify possible usability and
safety issues before the EHR is used in the
clinical environment.

Table 2. Summary of the Guidelines Highly Relevant and Applicable to EHR Design From Other High-Risk Industries,
Considerations for EHRs, and Examples per Visual Display Guideline Topic

Alphanumeric

Highly Relevant Guidelines
From Other High-Risk Industries

For a given font, it should be possible to clearly
distinguish between the following characters: X
and K, TandY,landL,land 1,0 and Q, O and O,
Sand5,and U and V.

Leading zeros in numeric entries for whole
numbers should be suppressed. For example,
28 should be displayed rather than 0028. A
leading zero should be provided if the number
is a decimal with no preceding integer (e.g., 0.43
rather than .43).

Numeric displays should accommodate the
parameter’s full range. The full range of the
parameter includes highest and lowest values
that the parameter is expected to take on, under
any conditions (normal or emergency operations)
for the tasks the display is designed to support.
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Considerations for EHRs

It is important that clinicians can easily
distinguish between different characters in

the EHR to avoid misinterpreting displayed
information (e.g., patient names, medication
names). Consequently, EHR information should
be easily distinguishable.

If clinicians incorrectly read numbers in the EHR,
they may make incorrect or unsafe decisions.
Leading zeros for decimals, and decimals only,
can help clinicians distinguish between whole
numbers and decimal values.

Clinicians work with multitudes of data

types, from vitals to labs, with different range
parameters. It is unreasonable for clinicians

to remember the range parameters for each
condition. Consequently, displays must provide
appropriate contextual information, such as the
parameter’s full range.

Examples

The EHR font should make it easier to
distinguish between similar patient identifiers,
such as Aubrey and Audrey, Kay and Kat, Garrik
and Garrix.

EHRs should use leading zeros for decimals and
not whole numbers. This will help clinicians read
the information in the EHR and successfully
order and administer medications, especially
medications that can be given as decimals or
whole numbers (e.g., 0.5 mg of morphine versus
5 mg of morphine).

Pediatric medication dosing typically relies on
the patient’s weight in relation to dosing ranges
(e.g., give X dose if the patient is between Y and
Z kg). It is important that the EHR clearly displays
dosing ranges for a clinician’s entire patient
demographic.



Table 2. (continued)

Color, Brightness, Contrast, and Luminance

Highly Relevant Guidelines
From Other High-Risk Industries

The color is associated with the level of warning:
red is normally associated with danger or critical
situations, yellow is normally associated with
caution, and green is normally associated with
normal operation; however, other considerations
about warning conspicuity may necessitate using
a different color.

Color coding should be redundant with some
other display feature. Pertinent information
should be available from some other cue in
addition to color. Displayed data should provide
necessary information even when viewed on

a monochromatic display terminal or hardcopy
printout, or when viewed by a user with color
vision impairment.

The quantity of colors used to code information
is minimized; do not exceed four color codes.

Considerations for EHRs

Within hospitals and the EHR, colors are used to
convey information. Sometimes the same color
is used to indicate multiple, disparate types of
information (e.g., green can represent normal lab
values; pro re nata [PRN] medications; facility
evacuations; or a specific healthcare team
member, like medical assistants). Colors like red
and green that have existing meanings outside
of healthcare should be used in line with these
existing meanings whenever possible.

Color coding can be a helpful signal when
designing an interface. However, users’ success
at using the tool should not be predicated on
their knowledge of the EHR’s color coding
strategies or their biological ability to see color
(i.e., color blindness). Thus, color codes should
have redundant information, such as labels, to
help users interpret the EHR’s visual display.

One major issue with EHR visual displays

is the quantity of information the systems
contain. Colors can help users sort through
information by helping focus attention on the
most meaningful data (e.g., critical values, late
medications, new orders). Users will struggle
to prioritize information if there are too many
colors in the display. Thus, it is helpful to use a
few colors and only when they are necessary.

Examples

EHRs should exclusively use the color red for
critical patient information, such as critical lab
values or vitals. Red should not be used for any
non-patient-related information (e.g., inability
to sign an order, system error, or incorrect data
entry).

In the CPOE, clinicians sometimes need to fill
out additional fields before signing a medication
order. Some EHRs highlight the required fields
that must be filled in before signing to indicate
that users need to input data. To ensure users
understand that the EHR requires a field to be
filled, a system should add a redundant signal,
such as the word “REQUIRED,” to the field.

EHRs should use fewer color codes. These color
codes should emphasize important and/or timely
information. For example, red should be used

to indicate critical values. Green should indicate
noncritical task completion (e.g., completed lab
in a normal range).

Comprehension

Highly Relevant Guidelines
From Other High-Risk Industries

A display should include a reference index when
the user must compare displayed information
with some critical value.

Information should be displayed to users in
directly usable form consistent with the task
requirements. Users should not have to convert
displayed data into another form to make it
useful to the ongoing task. A user should not
have to transpose, compute, interpolate, or
translate displayed data into other units or refer
to documentation to determine the meaning of
displayed data.

If users must evaluate the difference between
two sets of data, the difference should be
presented on the display. If it is important for the
user to be aware of a discrepancy between two
sets of data, the difference should be highlighted
on the display.

Considerations for EHRs

Clinicians work with multitudes of different data
types, from vitals to labs. These data types have
different critical values, and the same data type
can even have different critical values between
patients with different characteristics. It is
unreasonable for clinicians to remember critical
ranges for all the metrics they must understand;
consequently, displays must provide appropriate
contextual information, such as the data types of
critical values.

EHRs often ask clinicians to transform
information outside of the EHR’s interface.
These transformations introduce the possibility
for error and should be minimized as often as
possible. For example, nurses may be asked

to provide a dose smaller than existing pills,
requiring the pill to be cut into a smaller portion.
Or clinicians may need to calculate titratable
medications manually.

Patient data is stored in many ways, and
clinicians may need to cross-check the
information in the EHR with another medical
device for accuracy. When information needs to
be compared, from two different modalities or
across time, the EHR should help users identify
differences. Most EHRs do not help clinicians
accomplish these functions, which can lead to
errors if differences are missed.

Examples

EHRs should display a lab value's normal range
in proximity to a patient’s lab value for easy
reference and comparison.

Whenever possible, EHRs should provide action-
able information to users that does not require
extra actions or calculations. For example, if a
patient is scheduled to receive a titratable med-
ication like insulin, the EHR should display the
exact dose based on documented blood glucose.

Medication reconciliation is the process of ensur-
ing a patient’s medication list is up to date. EHRs
should aid users in comparing medication lists by
highlighting key differences for the clinician to
review, investigate, and address.

Patient Safety | June 2023 | 35



Table 2. (continued)

Design Characteristics

Highly Relevant Guidelines
From Other High-Risk Industries

It is important to distinguish between blanks
(i.e., no value) and a value of zero. Some special
symbol might be adopted to denote null entry.

Information that must be compared or mentally
integrated should be presented in close spatial
proximity. If possible, the information items
should be contained on the same display page
and grouped together. Spatial proximity may also
be achieved by presenting the display pages in
adjacent display windows or on adjacent display
devices that can be viewed together.

Information should be organized in some
recognizable, logical order to facilitate scanning
and assimilation. If the data in the rows have
order, the order should be increasing from left to
right. If the data in the columns have order, the
order should be increasing from top to bottom
of the display. Items in lists should be arranged
in a recognizable order, such as chronological,
alphabetical, sequential, functional, or
importance. Where no other principle applies,
lists should be ordered alphabetically. It is the
user’s logic that should prevail rather than the
designer’s logic, where those are different.

Symbols, Pictograms, and Icons

Considerations for EHRs

Because the components (e.g., hemoglobin,
white blood cells, and platelets for a complete
blood count [CBC]) of a blood test (the CBC)
may take different times to process, the results
may be uploaded to the EHR at different times.
Some EHRs do not indicate when a lab test or

individual components of that test are in process.

This makes it difficult for clinicians to distinguish
between pending (not visible in the EHR) and
completed lab values.

Patient health data is typically grouped by topic
in the EHR (e.g., labs, medications, vitals), but
clinical decision-making relies on taking multiple
aspects of patient health data into account.
Consequently, clinicians must search for and
remember information from multiple EHR

pages, which can lead to errors. EHRs should
consider users’ clinical decisions and put relevant
information on the same page.

EHRs contain many lists that users must scan
(e.g., search results, problem lists, medications).
These lists can be long, contain irrelevant
information, and be organized in an illogical
manner (e.g., American Standard Code for
Information Interchange [ASCII] ordering).
EHRs should make it easier for users to find
information in lists by providing consistent,
easy-to-understand, and expected manners of
organization.

Examples

When labs are in process and do not have a
value displayed, the EHR should indicate the
lab’s in-progress status. For example, the EHR
could report the lab’s status as “pending.”

When administering medications dependent on
lab results (e.g., potassium chloride, vancomycin,
insulin), the patient’s relevant lab results should
be displayed proximal to the administration
screen.

Search results should be presented logically
when ordering medications, such as alphabetical,
dictionary order.

Highly Relevant Guidelines
From Other High-Risk Industries

Icons should be designed to look like the
objects, processes, or operations they represent,
by use of literal, functional, or operational
representations. Some pictorial symbols

have conventional meanings within a user
population, which must be followed to ensure
their correct interpretation. The following are
examples of representations: literal, a figure of a
pump; functional, a figure of a file cabinet; and
operational, a hand on a switch.

Special symbols should be used exclusively to
signal critical conditions.

Icons should be accompanied by a text label.

To the extent that it does not clutter or cause
distortion of the icon, the label should be
incorporated into the icon itself. When icons are
designed such that the label is inside the icon,
the number of perceptual objects is reduced,
resulting in enhanced processing of the label and
the icon. The text label may be omitted for icons
having unambiguous meanings to users.

Considerations for EHRs

EHRs should have intuitive icons that rely on
existing iconography or common symbols.
Some icon-heavy EHRs use vague icons,

such an abstract shapes and single letters, to
communicate information. Vague icons can
make learning to use software difficult and can
lead users to perform actions incorrectly or
inefficiently.

EHRs convey both critical and noncritical
information. It is important that critical
information, especially time-critical information,
be easy for users to identify visually. However,
some EHRs use exclamation points to indicate
critical information like out-of-range lab values
and indicate forms with missing information. To
maintain clinicians’ alertness to critical values,
the strategies used to indicate critical values
should not be used outside of critical contexts.

Icon-heavy EHRs often use vague icons,

such as abstract shapes and single letters, to
communicate information. Vague icons can
make learning to use software difficult and can
lead users to perform actions incorrectly or
inefficiently. One way to disambiguate icons,
even common or representational icons, is to
provide redundancy and text label the icons with
the intended goal.

Examples

EHRs should use ubiquitous symbols in software
design (e.g., a house for “home,” a gear for
“settings,” a magnifying glass for “search”).
Unique symbols such as a mortar and pestle
should be as literal as possible to indicate
pharmacy. Clear language should be used if a
ubiquitous or representational symbol cannot be
identified.

EHRs should choose a symbol for critical values
(e.g., red exclamation point) and only use that
value to convey the most critical health informa-
tion. Other symbols should be used to indicate
system errors and noncritical information.

EHRs can and should use icons for commonly
used tasks, but the icons should have labels adja-
cent to, inside, or upon hover to aid understand-
ing (e.g., phone signal strength icon to represent
taper medications that say “taper medication”
when the cursor hovers over the icon).



Table 2. (continued)

Tables, Figures, Charts, and Lists

Highly Relevant Guidelines
From Other High-Risk Industries

Labels should include the unit of measure for
the data in the table; when cells have the same
measurements, the units of measurement should
be part of row or column labels.

Old data points should be removed after some
fixed period of time. Ideally, as one new point
is plotted, the oldest point should be removed,
thereby maintaining a constant number of
displayed points.

Graphs should convey enough information to
allow the user to interpret the data without
referring to additional sources.

Considerations for EHRs

Medicine uses a multitude of different units of
measure. Some of these units of measure can be
easily confused or have significant consequences
on how patients are treated. It is important that
the EHR accurately labels data with appropriate
units whenever data is entered or displayed.

EHRs are repositories for patient data that can
help clinicians understand their patient’s health
over time. However, historical data can be used
incorrectly (e.g., insulin dose based on an old
glucose value, treatment plan based on an old
X-ray). It is important that EHRs accurately label
old data points to dissuade incorrect use of the
data during decision-making.

Visualizations help clinicians make sense of data
to understand and treat patients. Information in
the EHR is typically grouped by topic (e.g., labs,
medications, imaging), and clinicians must find,
remember, and synthesize the data. However, to
make graphs and other visualizations effective,
they should contain the data types that a
clinician needs to make a decision.

Note: Some of the practices identified in these examples may already be in place in some EHRs.

Examples

While pounds are the most common weight
measure for the United States populace,
kilograms are often used in healthcare settings.
It is important that the EHR requests and reports
weights with the accurate unit of measurement
attached for clarification.

eMARs should visually indicate which medi-
cations are active and which medications are
discontinued. For example, active medications
could be listed at the top with a blue background
and discontinued medications could be listed at
the bottom with a grey background.

Prothrombin time (PT)/international normalized
ratios (INRs) are used to determine heparin dose
adjustments. EHRs should display PT/INRs on
the same graph to help clinicians make clinical
decisions about heparin dosing.

Healthcare facilities can use these guide-
lines to evaluate the usability and safety
of EHR visual displays when considering
a new EHR product. The guidelines can
also be applied to optimize currently used
EHRs. Many EHRs are configured and cus-
tomized by healthcare facilities, and these
processes give rise to the visual display that
frontline clinicians use. Previous research
has shown tremendous variation in the
same EHR vendor product across differ-
ent healthcare facilities because of con-
figuration and customization decisions,
and these variations are associated with
different task completion times and error
rates.®® The guidelines can be used by
healthcare facility EHR experts to inform
their customization and configuration
decisions. Further, high-risk functions in
the EHR can be evaluated by examining the
visual display elements when using those
functions to ensure the display adheres to
the guidelines presented here. When spe-
cific functions and/or features not aligned
with the cross-industry human factors
guidelines are identified, facilities can
work with their EHR experts to determine
whether they can customize or configure
their EHR to meet the guidelines. If they
cannot make the appropriate changes,
healthcare facilities can work with their
EHR vendor to make improvements.

In addition to using these guidelines, there
are several other resources for healthcare
facilities to assess and improve the safety
of their EHR. These resources include
several self-assessment tools*®-*2 and test
cases for EHR usability evaluation.%

Implications for Policymakers

Identifying cross-industry guidelines
relevant to EHR visual displays also has
policy implications. Currently, the Office
of the National Coordinator for Health
Information Technology (ONC), the federal
agency that oversees EHRs, does require
that EHR vendors follow specific design
standards. The ONC requires EHR vendors
to perform usability testing for certain
EHR functions. There is an opportunity for
the ONC to develop required usability test
cases that embed these guidelines in the
test cases. Test case development would
promote EHR vendor adoption of these
safety-critical human factors principles.
The ONC could also include these guide-
lines as part of their real-world testing
requirements focused on assessing EHR
vendor products in actual clinical envi-
ronments. Finally, the ONC could work
with NIST to develop EHR-specific design
guidelines or standards to inform EHR
vendor practices.

Limitations

Aviation, automotive, and nuclear indus-
try guidelines were identified through
an internet search. We may have missed
alternate industry guidelines or more
recent versions in a private domain. We
used qualitative assessment to identify
which guidelines are relevant to EHR
visual displays. Therefore, some guide-
lines marked as relevant may be irrele-
vant, and conversely, some guidelines
marked as irrelevant may be relevant.

Future Research

Future research should consider the
applicability of these guidelines to other
healthcare software, such as patient por-
tals. Despite being essential to effective
patient care, many non-EHR software
are neglected in human factors research.
Additionally, future research should inves-
tigate how guidelines in other industries
compare to the guidelines currently out-
lined in healthcare.
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Conclusion

Poor EHR usability has consequences
for patient safety and clinician burnout.
Relevant visual display design guidelines
from other high-risk industries—aviation,
automotive, and nuclear—were identified
to inform safe and efficient EHR design.
These guidelines can be used by EHR ven-
dors, healthcare facilities, and policymak-
ers to improve the usability and safety of
EHR visual displays.

References

1. Wickens CD, Lee JD, Liu Y, Gordon
SE. An Introduction to Human Factors
Engineering. Second Edition. Pearsons
Education, Inc.; 2004.

2. Franconeri SL, Padilla LM, Shah
P, Zacks JM, Hullman J. The Science
of Visual Data Communication: What
Works. Psychol Sci Public Interest.
2021;22(3):110-161. Available from:
https://pubmed.ncbi.nlm.nih.
gov/34907835/ PMID: 34907835

3. Tory M, Mdller T. Human Factors in
Visualization Research. IEEE Trans Vis
Comput Graph. 2004;10(1):72-84. PMID:
15382699

4. Ancker JS, Senathirajah Y, Kukafka
R, Starren JB. Design Features of Graphs
in Health Risk Communication: A
Systematic Review. J Am Med Inform
Assoc. 2006;13(6):608-618. Available
from: https://pubmed.ncbi.nlm.nih.
gov/16929039/ PMID: 16929039

5. Sittig DF, Murphy DR, Smith MW,
Russo E, Wright A, Singh H. Graphical
Display of Diagnostic Test Results

in Electronic Health Records: A
Comparison of 8 Systems. J Am Med
Inform Assoc. 2015;22(4):900-904.
Available from: https://pubmed.ncbi.
nlm.nih.gov/25792704/ PMID: 25792704

6. West VL, Borland D, Hammond WE.
Innovative Information Visualization
of Electronic Health Record Data: A
Systematic Review. J Am Med Inform
Assoc. 2015;22(2):330-339. Available
from: https://academic.oup.com/jamia/
article/22/2/330/695186 PMID: 25336597

7. Howe JL, Adams KT, Hettinger

AZ, Ratwani RM. Electronic Health
Record Usability Issues and Potential
Contribution to Patient Harm. JAMA.
2018;319(12):1276-1278. Available from:
https://[jamanetwork.com/journals/jama/
fullarticle/2676098 PMID: 29584833

8. Ratwani RM, Savage E, Will A, Arnold
R, Khairat S, Miller K, Fairbanks RJ,
Hodgkins M, Hettinger AZ. A Usability
and Safety Analysis of Electronic Health
Records: A Multi-Center Study. J Am
Med Inform Assoc. 2018;25(9):1197-1201.
Available from: https://academic.oup.
com/jamia/article/25/9/1197/5047907
PMID: 29982549

9. Pruitt ZM, Howe JL, Hettinger AZ,
Ratwani RM. Emergency Physician
Perceptions of Electronic Health
Record Usability and Safety. J Patient
Saf. 2021;17(8):E983-E987. Available
from: https://journals.lww.com/jour-
nalpatientsafety/Fulltext/2021/12000/
Emergency_Physician_Perceptions_of_
Electronic.46.aspx PMID: 33871414

10. Guo JW, Iribarren S, Kapsandoy
S, Perri S, Staggers N. Usability
Evaluation of An Electronic
Medication Administration Record
(eMAR) Application. Appl Clin
Inform. 2011;2(2):202-224. Available
from: https://pubmed.ncbi.nlm.nih.
gov/23616871/ PMID: 23616871

11. Adams KT, Pruitt Z, Kazi S, Hettinger
AZ, Howe JL, Fong A, Ratwani RM.
Identifying Health Information
Technology Usability Issues Contributing
to Medication Errors Across

Medication Process Stages. J Patient

Saf. 2021;17(8):E988-E994. Available

from: https://journals.lww.com/jour-
nalpatientsafety/Fulltext/2021/12000/
Identifying_Health_Information_
Technology.47.aspx PMID: 34009868

12. Kruse CS, Mileski M, Dray G, Johnson
Z, Shaw C, Shirodkar H. Physician
Burnout and the Electronic Health Record
Leading Up to and During the First Year
of COVID-19: Systematic Review. J Med
Internet Res. 2022;24(3):€36200. Available
from: https://www.jmir.org/2022/3/e36200
PMID: 35120019

13. Melnick ER, Harry E, Sinsky CA,
Dyrbye LN, Wang H, Trockel MT, West
CP, Shanafelt T. Perceived Electronic
Health Record Usability as a Predictor
of Task Load and Burnout Among

US Physicians: Mediation Analysis. J
Med Internet Res. 2020;22(12):e23382.
Available from: https://www.jmir.
0rg/2020/12/e23382 PMID: 33289493

14. Melnick ER, Dyrbye LN, Sinsky CA,
Trockel M, West CP, Nedelec L, Tutty MA,
Shanafelt T. The Association Between
Perceived Electronic Health Record
Usability and Professional Burnout
Among US Physicians. Mayo Clin Proc.
2020;95(3):476-487. PMID: 31735343

15. Weir CR, Taber P, Taft T, Reese
TJ, Jones B, del Fiol G. Feeling and
Thinking: Can Theories of Human
Motivation Explain How EHR Design
Impacts Clinician Burnout? J Am Med
Inform Assoc. 2021;28(5):1042-1046.
Available from: https://academic.oup.
com/jamia/article/28/5/1042/5975029
PMID: 33179026

16. Singh H, Giardina TD, Petersen

LA, Smith MW, Paul LW, Dismukes K,
Bhagwath G, Thomas E]J. Exploring
Situational Awareness in Diagnostic
Errors in Primary Care. BMJ Qual Saf.
2012;21(1):30-38. Available from: https://
qualitysafety.bmj.com/content/21/1/30
PMID: 21890757

17. Dixit RA, Boxley CL, Samuel

S, Mohan V, Ratwani RM, Gold JA.
Electronic Health Record Use Issues and
Diagnostic Error: A Scoping Review and
Framework. J Patient Saf. 2023;19(1):e25-
€30. Available from: https://jour-
nals.lww.com/journalpatientsafety/
Fulltext/2023/01000/Electronic_Health_
Record_Use_Issues_and_Diagnostic.14.
aspx PMID: 36538341

38 | PatientSafetyJ.com | Vol. 5 No. 2

June 2023



18. Graber ML, Siegal D, Riah H,
Johnston D, Kenyon K. Electronic Health
Record-Related Events in Medical
Malpractice Claims. J Patient Saf.
2019;15(2):77. Available from: /pmc/arti-
cles/PMC6553982/ PMID: 26558652

19. Snowden R, Thompson P, Troscianko
T. Basic Vision: An Introduction to
Visual Perception. Revised Edition.
Oxford University Press; 2012.
Available from: https://books.google.
com/books?hl=en&lr=&id=SLD-
Lw4gNdyYC&oi=fnd&pg=PP1&d-
g=robert+snowden&ots=OuO61t0EN-
v&sig=LjvCM8anUmHN8javS94BG-
mzu8uY#v=onepage&q=robert%20
snowden&f=false

20. Lowry SZ, Ramaiah M, Patterson
ES, et al. Electronic Health Record Design
Considerations in Responding to Incidences
of Highly Infectious Diseases: Clinical
Workflows and Exception Handling. U.S.
Dept. of Commerce, National Institute
of Standards and Technology; 2015.
Available from: https://catalog.libraries.
psu.edu/catalog/26484543

21. Pruitt ZM, Bocknek LS, Busog
DNG, et al. Informing Healthcare Alert
Design and Use: A Human Factors
Cross-Industry Perspective. Patient
Saf. 2023;5(1):6-14. doi:10.33940/
med/2023.3.1

22. O’Hara JM, Fleger S. Human-System
Interface Design Review Guidelines
(NUREG-0700, Revision 3). Nuclear
Regulatory Commission. https://www.nrc.
gov/reading-rm/doc-collections/nuregs/
staff/sr0700/r3/index.html. Published 2020.
Accessed January 23, 2023.

23. Campbell JL, Brown JL, Graving JS,
et al. Human Factors Design Guidance
for Level 2 and Level 3 Automated
Driving Concepts. National Highway
Traffic Safety Administration. https://
www.nhtsa.gov/sites/nhtsa.gov/files/doc-
uments/13494_812555_1213automationhf-
guidance.pdf. Published 2018. Accessed
January 23, 2023.

24. Ahlstrom V. Human Factors
Design Standard (DOT/FAA/
HF-STD-001B). Federal Aviation
Administration, William J. Hughes
Technical Center. https://hf.tc.faa.gov/

publications/2016-12-human-factors-de-
sign-standard. Published 2016. Accessed
January 23, 2023.

25. BraunV, Clarke V. Thematic Analysis: A
Practical Guide. SAGE. https://books.goo-
gle.com/books/about/Thematic_Analysis.
html?id=eMArEAAAQBA]. Published
2021. Accessed January 23, 2023.

26. BraunV, Clarke V. Using Thematic
Analysis in Psychology. Qual Res Psychol.
2006;3(2):77-101.

27. Ratwani RM, Savage E, Will A,

et al. Identifying Electronic Health
Record Usability and Safety Challenges
in Pediatric Settings. Health Aff.
2018;37(11):1752-1759. PMID: 30395517

28. Singh H, Ash JS, Sittig DF. Safety
Assurance Factors for Electronic Health
Record Resilience (SAFER): Study
Protocol. BMC Med Inform Decis Mak.
2013;13(1). PMID: 23587208

29. Institute For Safe Medication
Practices. Guidelines for Standard Order
Sets. https://www.ismp.org/guidelines/
standard-order-sets. Accessed January
23, 2023.

30. Walker JM, Carayon P, Leveson N, et
al. EHR Safety: The Way Forward to Safe
and Effective Systems. J Am Med Inform
Assoc. 2008 May;15(3):272-277. PMID:
18308981

31. Lowry SZ, Quinn MT, Ramaiah M,
et al. (NISTIR 7865) A Human Factors
Guide to Enhance EHR Usability

of Critical User Interactions when
Supporting Pediatric Patient Care.
NIST website. https://www.nist.gov/
publications/nistir-7865-human-fac-
tors-guide-enhance-ehr-usability-crit-
ical-user-interactions-when. Published
June 2012. Accessed January 23, 2023.

32. Chaparro JD, Classen DC, Danforth
M, Stockwell DC, Longhurst CA.

National Trends in Safety Performance

of Electronic Health Record Systems in
Children’s Hospitals. J Am Med Inform
Assoc. 2017;24(2):268-274. PMID: 27638908

33. Pruitt Z, Howe JL, Krevat SA,
Khairat S, Ratwani RM. Development
and Pilot Evaluation of an Electronic
Health Record Usability and Safety
Self-Assessment Tool. JAMIA Open.

2022;5(3):1-7. Available from: https://
academic.oup.com/jamiaopen/
article/5/3/00ac070/6652223

34. Russell J, Grimes JP, Teferi S, et al.
Pediatric Dose Calculation Issues and
the Need for Human Factors-Informed
Preventative Technology Optimizations.
Patient Saf. 2022; 4(2):48-61. DOI:
10.33940/data/2022.6.5

About the Authors

Zoe Pruitt (Zoe.M.Pruitt@medstar.net) is
a human factors scientist at the MedStar
Health National Center for Human Factors
in Healthcare.

Jessica Howe is the associate director of
operations at the MedStar Health National
Center for Human Factors in Healthcare.

Lucy Bocknek is a human factors and safety
scientist at the MedStar Health National
Center for Human Factors in Healthcare.

Arianna Milicia is a senior research associ-
ate at the MedStar Health National Center
for Human Factors in Healthcare.

Patricia Spaar is a senior clinical safety
and research specialist at the MedStar
Health National Center for Human Factors
in Healthcare.

Seth Krevat is the senior medical director
at the MedStar Health National Center for
Human Factors in Healthcare and an assis-
tant professor at Georgetown University
School of Medicine.

Raj Ratwani is the director of the MedStar
Health National Center for Human Factors
in Healthcare, vice president of scientific
affairs at the MedStar Health Research
Institute, and an associate professor at
Georgetown University School of Medicine.

This article is published under the Creative
Commons Attribution-NonCommercial
license.

©@OS

Patient Safety | Vol. 5 No. 2 | June 2023 | 39



